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Social networking sites such as Face-

book, Twitter, Google+, Pinterest and 

LinkedIn are powerful, allowing you to 

meet, interact and share with people 

around the world. However, with all 

these capabilities come risks; not to 

just you, but your family, friends and 

employer.  

 

A common concern about social net-

working sites is privacy, protecting your 

personal information, and the sensitive 

information of others. Potential dan-

gers include:  

 Impacting Your Future: Many or-

ganizations search social network-

ing sites as part of background 

checks. Embarrassing or incrimi-

nating posts, no matter how old, 

can prevent you from getting hired 

or promoted. In addition, many 

universities conduct similar checks 

for new student applications.  

 Attacks Against You: Cybercrimi-

nals can harvest your personal 

information and use it for attacks 

against you. These attacks can 

spill into the physical world, such 

as identifying where you work or 

live.  

 Harming Your Employer: Criminals 

or competitors can use any sensi-

tive information you post about 

your organization against your em-

ployer. In addition, your posts can 

potentially cause reputational 

harm for your organization.  

The best protection is to limit the information 

you post. Yes, privacy options can provide 

some protection; however, keep in mind that 

privacy options are often confusing and can 

change frequently without you knowing. What 

you thought was private could become public 

for a variety of reasons. In addition, the priva-

cy of your information is only as secure as 

the people you share it with. The more 

friends or contacts you share private infor-

mation with, the more likely that information 

will become public. Ultimately, the best way 

to protect your privacy is to follow this rule: if 

you do not want your mother or boss to see 

your post, you most likely should not post it.  

 

Also, be aware of what information friends 

are posting about you. It can be just as dam-

aging If they post private information or em-

barrassing photos of you. Make sure your 

friends understand what they can or cannot 

post about you. If they post something you 

are not comfortable with, ask them to take it 

down. At the same time, be respectful of 

what you post about others.  

 

In addition to privacy concerns, social net-

working sites can be used by cybercriminals 

to attack you or your devices. Here are  

some steps to protect yourself:  

 

Password: Protect your social networking 

account with a strong password and do not 

share this password with anyone or re-use it 

for other sites. In addition, some social net-

working sites support stronger authentica-

tion, such as two-step verification. Enable 

stronger authentication methods whenever 

possible.  
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Encryption: Many social networking sites allow you to use en-

cryption called HTTPS to secure your connection to the site. 

Some sites like Twitter and Google+ have this enabled by de-

fault, while other sites require you to manually enable HTTPS 

via account settings. Whenever possible use HTTPS. 

 

Email: Be suspicious of emails that claim to come from a social 

networking site; these can easily be spoofed attacks sent by 

cybercriminals. The safest way to reply to such messages is to 

log in to the website directly, perhaps from a saved bookmark, 

and check any messages or notifications using the website.  

 

Malicious Links/Scams: Be cautious of suspicious links or po-

tential scams posted on social networking sites.  

Cybercriminals can post malicious links and if you 

click on them, they take you to websites that attempt 

to infect your computer. In addition, just because a 

message is posted by a friend does not mean it is 

from them, as their account may have been com-

promised. If a family member or friend has posted an 

odd message you cannot verify (such as they have 

been robbed and need you to send money), call them 

to confirm the message.  

 

Apps: Some social networking sites give you the  

ability to add or install third-party applications, such as 

games. Keep in mind there is little or no quality control 

or review of these applications; they may have full ac-

cess to your account and private information. Only 

install apps that you need, that are from well-known, 

trusted sites, and remove them when you no longer 

need them.  

 

Social networking sites are a powerful and fun way to 

communicate with the world. If you follow the tips out-

lined here, you should be able to enjoy a much safer 

online experience. For more information on how to use 

social networking sites safely or report unauthorized 

activity, be sure to review the security pages of the 

sites you are using.  

 

BEC  
WHAT YOU NEED TO KNOW ABOUT IT 

There are a number of phishing scams going around, but one scam in 

particular has already netted billions of dollars for cybercriminals. BEC, 

or Business Email Compromise, also known as CEO Fraud, has the FBI 

on high alert. Since 2013, the FBI has been paying close attention to 

BEC scams and has seen a significant uptick in their frequency and the 

amount of money that has been stolen. As recently as July 12, 2018 the 

IC3 (Internet Crime Complaint Center) issued an alert advising of a nota-

ble increase in identified global losses associated with BEC between 

December 2016 through May 2018. The FBI has also reported that 

since October 2013 to May 2018, there have been a total of 41,058 

U.S. victims who collectively lost at least $2.9 billion. 

 

Business Email Compromise is a type of phishing attack where a cyber-

criminal pretends to be a CEO or other C-level executive to try to get in-

ternal employees, vendors or customers to fraudulently transfer money 

or even reveal confidential information. This type of phishing attack is different than most because the targets are very 

specific and the attacker does not cast a wide net, instead, focusing on individuals who they know have access to the 

company’s financial and confidential information and has the ability to make transactions on behalf of the company.  

Sources: 

https://turbofuture.com/internet/The-Dangers-of-Social-Networking-

Why-you-need-to-be-careful 

https://www.reputationdefender.com/blog/privacy/consequences-

oversharing-social-networks 
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Because the attacker only targets specific individuals, they many times are able to bypass spam filters and other security 

road blocks which make it difficult for employees to decipher if the email is legitimate or not. There is a lot of research 

that goes into this type of attack. The hacker needs to ensure that what they are doing seems believable, so their victim 

is researched quite extensively.  

In order to complete this attack, the attacker gains access to a C-level email account through one of two ways: good, old-

fashioned phishing or via a fraudulent domain that looks extremely similar to the one they are hacking into. Once access 

is successful, the attacker will usually do one of the following: 

 Create a Fake Invoice-The scammer can create a fake invoice and send to the hacked company’s payables depart-

ment requesting payment. In that email they would provide specific instructions, such as what account number to

send payment to, which is usually an account owned by the scammer.

 Pretend to be legal counsel for the company- Scammers pretend to be the company’s lawyer requesting a large sum

of money to be issued to a recipient to settle legal disputes. These types of requests are usually sent with a sense of

urgency making the recipient of the email reluctant to double-check processes or confirm that the request is legiti-

mate.

 Pretend to be the CEO- The scammer will send an email as if they are the

actual CEO. In the email, the scammer requests payment to be wired to

an account. Because the email is supposedly coming from the CEO, the

recipient of the request normally will process the request immediately and

not question its validity.

Because BEC attacks don’t have any malicious links or attachments they are 

normally not stopped by antivirus, antimalware software or even spam filters. 

But there are a few ways you can help protect yourself and your organization: 

 Your employees are your first line for defense- Educating your employees

on how to detect a possible BEC is crucial. Provide them with all the tools

necessary to assist them with how to recognize and resolve a possible

BEC attack.

 Create good company email policy-Have a policy that restricts requests for funds to be wired or confidential infor-

mation to be transmitted over email. Avoiding these types of requests over email can help protect an organization.

 Always verify accounts that money is being sent to-Double check the account number and who it belongs to, espe-

cially when sending large sums of money via wire transaction. Also, verify the request is legitimate by placing a

phone call to the requestor or visiting them in person.

 Use “forward” instead of “reply”- A good tip when receiving requests to send money is to always use the forward op-

tion instead of reply, or use your company’s contact email list to choose the recipient. This will help ensure you are

not responding to a scammer.

These types of attacks continue to evolve. Victims have also reported receiving phone calls from bad actors requesting 

personal information for verification purposes where they were unable to decipher if the call was fraudulent or legiti-

mate. Having precautionary measures in place such as code phrases that only legitimate parties within the organization 

would know is one way to help counter these types of phone attacks as well.  

Organizations should always be vigilant and mindful of the interactions they have via email and by phone. If an organiza-

tion does fall prey to one of these attacks it is encouraged to report it immediately to the FBI and to file a complaint with 

IC3. Having victims come forward helps law enforcement agencies gain valuable information that can help disrupt the 

criminal activities of these individuals. 

Sources: 

https://www.fbi.gov/news/stories/business-e-mail-compromise 

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-

threats/how-to-spot-business-email-scam 

https://www.ic3.gov/media/2018/180712.aspx 

https://www.bankinfosecurity.com/fbi-global-business-email-compromise-losses-hit-

125-billion-a-11206 


